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Abstract

Usually, soft power eschews the traditional carrot-and-stick foreign policy tools of
these classic tactics. It seeks influence by building digital networks, conveying persuasive
news, setting international rules, and relying on the resources that make a country naturally
attractive to the world. The ubiquity of digital technologies in new media of communication is
increasingly affecting the work of peacemakers, altering peacebuilding practices and conflict

dynamics. But the harmful use of communication technology poses new threats to peaceful
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societies and is prompting peacebuilders to consider new areas of work in cyberspace. The
problematic question of this paper is: What are the technical methods that can be used to
confront soft wars in the new means of communication? Highlighting the importance of

digitization in changing the dynamics of conflict in the new means of communication.

Keywords: new media; digitization; soft wars; information security.
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Abstract

Talking about the recent technological revolution and its advanced media and
communication outputs is no longer an option, but rather a reality imposed by the massive
human and material investment in computer technologies, communications and electronics,
and their increasing applications in the field of media, resulting in a huge and significant shift
in human life that changed many of his social, political and media concepts. Perhaps one of
them is the soft war, as this modern term is one of the secretions of media and political
interactions that changed the pattern of influence and its balances in mobilizing and
mobilizing public opinion from the security forces’ trade-offs to representations and
approaches to influencing the minds, trends, tendencies and opinions of the individual
through the authority of the new media and its media. Based on this, we shed light on the soft

war, its concept, background, dimensions, mechanisms and problems.

Keywords: soft war; new media; soft power; propaganda and psychological warfare.
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Social Media Wars: Technical Algorithms for Implementing Agendas
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Abstract

The study aimed to identify the patterns of using social networking sites in threatening
public peace, such as spreading extremist ideas, spreading rumors and stirring up public
opinion, and ways to confront a sample of developed and developing countries to their

dangers by tightly controlling the interactions that occur within them. The experiences of some
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countries were described and analyzed. In the face of the use of social networks to threaten
public security and peace, the study showed that developed countries such as the United
States of America and Britain are more able to control social networks, while totalitarian

countries resort to ban and prevention measures in order to preserve their national security.

Keywords: soft power; soft war; Social media wars.
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Abstract

This study seeks to identify the most important features of American philosophy for
the role of social networks and the US State Department strategies in enhancing the soft cyber
power of these networks within the framework of what it calls “the globalization of humanity”
that aims to program individuals who use these networks on the thinking patterns of the
American liberal school Among the most prominent effects of this soft cyber power are the

movements of change that affected Arab societies or what is known as the Arab Spring. To
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conclude this paper to mention the most important ways to address the soft war of social

networking sites.

Keywords: soft power; cyberspace; social media; social security; Arab countries.
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Abstract

According to the American professor of Harvard University “J.
Nye”, Soft power: “is the ability to get what you want through attraction
rather than coercion or payments”, a concept that caught fire and went on
to define the post-cold era, it comes from the attractiveness of country’s
culture, political ideals, and policies, what “Nye” calls a country’s primary

currencies.

And under the pressure of changing international order, “societal
security” has become closely linked to national security, today
securitization of societal security takes place as a reaction to new
generation warfare, and with the increased impact of social media, is
gradually changing the dynamics of soft power around the world, as (Face

book) provide great resources of data, “new world power is information”.

The study seeks to analyze and evaluate the impact of the social
networks on the societal security, and the structure of this research paper
consists of two main parts, firstly it discusses the theoretical and
conceptual framework of societal security, while the second part will
present: The Social Networks as a means of softwar and its issues on the

security, then finally concluding the results of the study.
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Introduction:

One of the main aspects of communication is “the social networking
services” such as (Face book, Twitter, Whatsapp, YouTube, LinkedIn).
And social networking is a site that focuses on enabling the building of
social relations among people; whom make connections for business
purposes, sharing information and videos. The cyberspace has become, an

essential part of the contemporary information society especially that
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social networks have paved the way for multi-way communication which
allows anyone to create, share and disseminate news and information.
Social networking sites can be used as a soft power instrument, by the
dissemination of fake news which causes a lot of rumors trading and more
complex issues at the societal level as identity, coherence, inclusion etc.
The study seeks to answer the following question:

How does social networking impact on societal security?
1: An Analytical and conceptual grip on “Societal Security”
The concept of “societal security” has been elaborated by different schools
of theory of international relations.
1-1: “Societal Security” theoretically

There’s a common agreement that the first author to put forward the

need to incorporate “societal aspects” into the “security notion” was
“Barry Buzan”, he explores diverse types of relations which are formed by
the state with other actors in the security domain, he questions to what
extent threats to “societal security” come from within or outside the state.
(B. Buzan, 1991, p 123).
The introduction of a societal sector in the security concept was welcomed
by other scholars, as one of the attempts to widen the borders of the
security notion but at the same time the essence of the societal aspects of
security was not elaborated sufficiently.

A group of scholars from the “Copenhagen school” (Review of
International Studies, 1996, pp 81- 93). in the breakthrough study identity
migration and the new security agenda in Europe. (O. Waever, B. Buzan,
M. Kelstrup, 1993, p 42).

During the cold war era the “societal security” was taken over by
“national security”, thus security of society was fully dependent on

interstate relations, after the end of the cold war research on societal
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security reflected ongoing transformations in world affairs, a graving
number of new nation-states and new types of relations between different
ethnic, religious and linguistic groups, as a result of which the identity
issues and respect for human rights including minority rights became the
core of academic deliberation.

As “B. Buzan” and “O. Waever”, and “J. De Wilde” described it: “. in
Europe, Societal Security is mainly about nations and nation like ethnic
groups, minorities, religions and Europe sometimes is perceived in
nation-building terms”. (Seventh framework programme European
Union, 2012, p p 8-10).

Societal Security was de-securitized (Contexto Internacional, 2019, p 211)
in order to allow society and social groups to take control over their
identity with non-military means. Nowadays securitization of Societal
Security takes place as a reaction to new-generation warfare such as in
Ukraine and Syria increased flows of migration and consequences of
regional and sub-regional conflicts.

1-2: Definition of “Societal Security”

There is no single objective definition of Societal Security, its
conception comes closest to the notion of society as “the community of
people living in a particular country or region and having shared customs,
laws and organizations”, some authors equate “societal security” with the
security society at the level of the nation state at large.

Societal Security relates to the capability of a society to preserve its
essential characteristics in the face of variable circumstances and despite
the potential or actual threats. (Hough, 2004, p 106).

It exists when communities of any kind identify a threat to their survival

as a community. (O. Waever, 2008, p 582).
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“Waever” highlights the candidates for additional sectors such as

gender and religion. It concerns the ability of a society to persist in its
essential character under changing conditions and possible or actual
threats. (Hough, 2004, pp 106-123).
This security is threatened when “societies perceive a threat in identity
terms” (O. Waever, B. Buzan, M. Kelstrup, P. Lemaitre, 1993, p 23).
Societal Security is the new dimension that meant to bridge the gap
between state security and human safety. (Report CRN- Workshop, 2004,
p 19). “Societal security” is concerned about threats to a society’s identity
“if a society loses its identity will not survive as a society” (Waever, B.
Buzan, M. Kelstrup, P. Lemaitre, 1993, p 23).

It deals with the perception of threats and the society’s reaction to the
real or perceived threats to its identity and cohesion. Both types of threats
to its identity could be real or only perceived ones, but as long as they
generate a reaction or contra-reaction are parts of the proxy-determinants
in analyzing the societal security, in the same manner, determinants of
societal security could be internal (intra-societal factors) or external,
bilateral, multinational, sub-national or regional factors). (I. Chifu, 2009).
Through the societies have their own unique identity, but there are
networks of different types of relationship that have impact on groups,
and also the state.

2. “Social Networking” challenges:

The usage of online “social networking website” is growing rapidly,
millions of members of these websites publicly articulate mutual
“friendship relations” and “professional relations”, (Face Book and
Twitter) are some examples of these new technology approaches.

2-1: “Social networks” .... definition and development
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The term “social networking sites” and social media sites have
already been loosely and widely used in press articles, press releases from
the sites, and the features of such sites are rapidly evolving. Social
networkings are web sites that allow people to stay connected with others
in online communities.

Historically social networking sites started before social media sites:
(A.Vala, O. Rohani, S. Hock, 2010, pp 41-53).
. Classmates.com (1995).

J SixDegrees.com (1997).
. Friendster (2002).

J Myspace.fr (2004).

J Face Book / Meta (2004)
J YouTube (2005).

“Social networks” influence and affect societal security; avaibility of the
internet has substantial input on our daily life, which became online! We
communicate, look for information, we express ourselves, support or
protest against some issues. “J. A. Barnes” introduced the term “Social
networks” which helps to understand the behavior of people in large and
complex societies. (J.C. Mitchell, 1974, p 279).

According to this British Scientist “Social networks” is composed of
points (representing people / groups) “some of which are joined by lines”,
which indicate which “people interact with each other”. (J. A. Barnes,
1990, p72).

For “Barnes” networks can be used as an analytical tool, which
allows us to understand what happens (our expectations). (J. A. Fuhse,

2009, p 52). So, there are at least two actors linked by direct, symmetric or
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intermediary relationship, if it takes at least two for a social network to be
built, then not all social media are social networks. We should differentiate
between the two concepts:

»  Social Media:

“Social Media” / “2.0”: define activities that integrate technology, social
interaction and content creation. “Social media tools use the wisdom of
the crowds” to collaboratively connect online information. (Bryer, pp 73-
79).

»  Social Networks:

Have several characteristics which include creation of a public profile
within a defined system, the ability to connect with others and user-
generated-content. (W. Mossbergu, 2013, pp 315- 358).

The advent of social media has revolutionized the capacity of digital
platforms to connect people, allowing their constant interaction and
cooperation, bringing their voices to a broader
public, it's assumed that social media play a key role in diffusing
information and the claims of political groups. (A. Caleraro, 2018, p 782).
Politicians has been possible since the advent of the internet, however
diffusing information through social media makes control over this
process even more difficult than is with traditional media.

2-2: “Social networks” as a means of soft power
Today with many different variations, social media is in the highest
level of its history. Socialization in cyber social networks takes more place
than the intensity of real-world social activities. In order to understand the
influence and the wide spread of social media we must analyze its features
which make it powerful:

> Accessibility: makes it more preferable for users.
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The spread of social media makes it very appealing.
Interactivity: Multiple parties can socialize in social media in an efficiently
interactive way.
Reach: there’s unlimited access to materials in the internet and social
media users can decide their communication ways, audience and who can
reach to their messages. (A. Caleraro, 2018, Ibidem).

All these characteristics have made social media more preferable and
advantageous to the majority of individuals, social groups, and societies
today.

Social networks affect various levels of security, on politics it plays a role
in facilitating the mobilization and coordination of social movements like
in (Arab Spring), it’s also used for supporting protests performed by social
movements, where social networking are used to decentralize the
diffusing of alternative info to create adversarial positions. (V. Tapriyal,
P Kanwar, 2012, p p 28- 29).

At the societal level some social groups by using social networks can
unfold important information such wus (Attitude, beliefs, values,
motivations), offline relations between different groups can find
expression on social networks which became as source of measuring
different aspects and trends of societal security and social cohesion. (A.
Calderaro, and Kavada, 2013).

There’s another potential societal problematic, the “identity issue” that
endanger the social group in its values and social norms, traditions
symbols, linguistics and arts, societal identity can be threatened by a large

number of factors, we can summarize the major societal threats in: (Z.
Ozolina, 2016, P 126).
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o Cultural cleansing: limiting important institutions, cultural symbols
that are significant for the group’s identity.

o Ethnic cleansing: Violence, crimes, deportation of members of a society by
another society.

Though societies have their own identity, but also there are networks, that
have impact on society.

Conclusion:

The “societal security” concept explains how society can be protected
from potential risks and threats, and it is concerned about threats to a
society’s identity, in other words societies are constituted by a sense of
social identity.

This research paper concludes that Social networks affect directly national
security, and this threat includes stirring sectarian strife, fighting cultural
identity and stirring up internal conflicts. Finally, we suggest the
following recommendations:

>  Intensitying the supervision of what is published on social networks
platforms and deleting all sorts of security threats, such as (extremist
ideas, rumors and publications that incite to strife).

>  Exploiting social networks platforms to spread awareness that
contributes to achieving societal security.

List of references:
Books:

. Barnes J. A, Class and Committees in Norwegian Parish Island.
Models and interpretations: selected essays, (Cambridge University
press, 1990).




0f 0f si=noll : pUS) dlne

. Buzan. B, People, states and fear: An Agenda for international
security studies in the post-cold war era, (London: Harvester
wheatsheag, 1991, 27 ed, 1991).

° Caleraro. A, Social Media and Politics, (London: Outwait: The
SAGE Handbook of political sociology, William and Turner Stephen eds,
Jan 2018).

J Hough. P, Understanding global security, (London and New York:
Routledge, 2004).

J Ozolina. Z, Societal security.Inclusion, exclusion dilemma “a
portrait of the Russian speaking community in Latvia”, (Riga, Latavia:
Zinatne Publisher, 2016).

° Tapriyal,V P.Kanwar, Understanding Social Media, (London: Book
Ben, Ventus Publishing ApS, 2012).

° Waever. O, B. Buzan, M. Kelstrup, P. Lemaitre, Identity, migration
and the new security Agenda in Europe, (London: printer, 1993).

J Waever. O, The changing Agenda of societal security, in H.G
Brauch.U . Spring Os Wald, C.M Liotta, J. Grin et P D N B B C P Kameri-
Mbote (eds) Globalization and environmental challenge, 2008.

Journal Articles:

° Chifu.l, O. Nantoi, O. Susko, “Societal security in the trilateral
region: Romania-Ukraine-Republic of Moldova”, Editure Cuerta Veche,
Vol 10, Romania (Bucharest, Curtea Veche Publishing house, 2008).

° Fuhse. J. A, “The meaning structure of social networks”,
Sociological Theory, (United Kingdom, Vol 27, NO 1, 2009).

J Mitchell. J.C, “Social Networks”, Annual Review of Anthropology,
(United States: Vol 3, 1974).




0f 0f si=noll : pUS) dlne

J Mossbergu. W, “Connecting citizens and local governments? Social
Media and interactivity in major U.S cities”. Government Information
Quarterly, (Graford, 30, 2013).

° Vala. A, O. Rohani, S. Hock, “On social network websites; definition
features, Architecture and Analysis tools”, Journal of Advances in

Computer Research, (Tahran: Islamic Azad Uinversity, 2, 2010).

Reports:

° Swedish. Emergency Management Agency, “Societal Security and
crisis management in the 21t century”, Report CRN- Workshop,
(Stockholm: Sweden, 2004).

Web-Links:

J Bryer, « A cross the great divide: social media and networking for
citizens engagement”, in J. H. Svara and J. Denhardt, “The connected
community-local governments as partners in citizen engagement and
community building”, p p 73- 79, at: http://

www.Llgconference.org/communityconnectionswhitepaper.pdf

J Calderaro.A, and Kavada, « Challenges and opportunities of online
collective action for policy change”, Policy and internet, 1, 2013, 1-6, At:
http://doi.org/10.1 002/poi3.19



http://www.llgconference.org/communityconnectionswhitepaper.pdf
http://doi.org/10.1%20002/poi3.19

